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Resilience definition?

� « Resilience is the ability to 
� prepare and plan for, 

� absorb, recover from or more successfully adapt to 

actual or potential adverse events »

� Importance of different phases

P. Kafka, “Reliability and Safety.” CERN, Feb. 2002, Accessed: Dec. 13, 2020. [Online]. 

Grid Modernization Laboratory Consortium, “Grid Modernization: Metrics Analysis (GMLC1.1) – ” Apr. 2020. 

“IEEE Guide for Electric Power Distribution Reliability Indices,” 

–

R. Billinton and R. N. Allan, “Distribution systems—basic techniques and radial networks,” in 

–

“IEEE Draft Guide for Electric Power Distribution Reliability Indices,” –

D. A. Reed, “Electric utility distribution analysis for extreme winds,” 

–

[72] N. R. Council, Disaster Resilience: A National Imperative. 2012. 

R. Elliot and S. Aaronson, “Utility Investments in Resilience of Electricity Systems,”

P. DeMartini, “Integrated, Resilient Distribution Planning,” May 2020.

European Network and Information Security Agency (ENISA), “Enabling and managing end end resilience,” Report/Study, 

I. Chana and S. S. Gill, “Quality of Service and Service Level Agreements for Cloud Environments: Issues and Challenges,” 

–

apolcai, P. Cholda, T. Cinkler, K. o Wajda, A. Jajszczyk, and D. Verchere, “Joint Quantification of Resilience and Quality of

Service,” in –

I. Eusgeld, D. Henzi, and W. Kröger, “Comparative Evaluation of Modeling and Simulation Techniques for Interdependent 

cal Infrastructures,” 2008.

Monroy, “Resilience Metrics for the Electric Power System: A Performance

Approach.,” SAND2017

C. W. Zobel and L. Khansa, “Characterizing multi event disaster resilience,” –

C. Ruiz, and M. Martínez, “REFRAHN: A Resilience

Protocols,” –

S. Mukherjee, R. Nateghi, and M. Hastak, “A multi

risks in the U.S.,” –

M. Keogh and C. Cody, “Resilience in Regulated Utilities.” National Association of Regulatory Utility Commissioners 

G. Chen, Z. Y. Dong, D. J. Hill, and G. H. Zhang, “An improved model for structural vulnerability analysis of power 

rks,” –

Sánchez, and S. Blumsack, “Do topological models provide good information about electricity

infrastructure vulnerability?,” 

M. Janić, “Modelling the resilience of rail passenger transport networks affected by large

HSR (high speed rail),” –
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Resilience Quantification of Smart Distribution Networks—A
Bird’s Eye View Perspective

Youba Nait Belaid 1,2, Patrick Coudray 1, José Sanchez-Torres 1 , Yi-Ping Fang 2,* , Zhiguo Zeng 2

and Anne Barros 2



Research axes elaborated with EDF, Orange, SCNF

�Axis 1: Modeling systems of systems with their interdependences for risk management 
and resilience between several operators

�Axis 2: Modeling and optimisation of maintenance phases to reduce their impact on 
service continuity intra-operators.  



Axis 1 

Modeling of Systems of Systems 
with their interdependences 

for risk management 
and resilience between several operators



Interdependent critical infrastructures

�Physical: infrastructure A is dependent on infrastructure B through the flow of physical 
quantities, such as energy commodities, equipment, or goods. 

�Cyber: infrastructure A is dependent on infrastructure B through the flow of data and 
information. 

�Geographic: infrastructure A and infrastructure B (or some of their components) share 
the same geographical location, and a change in the local environment can impact 
both the infrastructures.

� Logic: infrastructure A is dependent on infrastructure B through a relationship that does 
not belong to the previous categories: human factors, regulations, policies, or financial 
markets.

S. Rinaldi, J. Peerenboom, and T. Kelly, “Identifying, understand- ing, and analyzing critical infrastructure

 interdependencies,” IEEE Control Systems Magazine, vol. 21, no. 6, pp. 11–25, 2001. doi: 10.1109/37.969131. 



Axis 1.1 : Identification and modeling of interdependences between systems, identification of 
possible external «attacks/failures»

� Modeling the effects of attacks/failures, their propagation within a complex system or a system of 
systems

� Overall vulnerability assessment

Axis 1.2 : Optimization of resilience in design

� Prediction and anticipation of attacks/failures, their propagation within a complex system or a system of 
systems 

� Optimization of the coupling interfaces/implementation of barriers/mitigation actions in the long term

Axis 1.3 : Optimization of resilience in the operational phase

� Detection and early detection of attacks/failures, their propagation within a complex system or a 
system of systems

� Optimization of the implementation of barriers/mitigation/reconfiguration  actions in the short term



Liu, Xueming, H. Eugene Stanley, and Jianxi Gao. "Breakdown of interdependent directed networks." Proceedings of the National Academy of Sciences 113, no. 5 (2016): 1138-1143.
Smolyak, Alex, Orr Levy, Louis Shekhtman, and Shlomo Havlin. "Interdependent networks in Economics and Finance—A Physics approach." Physica A: Statistical Mechanics and its Applications 512 (2018): 612-619.

PHD Andrea Bellè – Axis 1.1. – Coupling Interface modeling & vulnerability assessment  

P(t) = P

P=PA



Bellè Andrea, Zeng Zhiguo, Duval Carole, Sango Marc and Barros, Anne. "Modeling and vulnerability analysis of interdependent
railway and power networks: Application to British test systems", Reliability Engineering & System Safety 2022.

PHD Andrea Bellè – Axis 1.1. – Coupling Interface modeling & vulnerability assessment  
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● External power network
● Traction power network
● Railway network

Traction power network
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Coupling interface modeling



Bellè Andrea, Zeng Zhiguo, Sango Marc and Barros, Anne. "Towards a realistic topological and functional modeling for vulnerability

analysis of interdependent railway and power networks", In 31st European Safety and Reliability Conference, ESREL 2021.

PHD Andrea Bellè – Axis 1.1. – Coupling Interface modeling & vulnerability assessment  
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DIFFERENT 

BEHAVIOURS

Bellè Andrea, Abdin F. Adam, Zeng Zhiguo, Fang Yi-Ping and Barros Anne,  "A resilient-based framework
for the optimal coupling of interdependent critical infrastructures", Reliability Engeneering and Systems
Safety, 2023

PHD Andrea Bellè – Axis 1.2. – Optimization and design of coupling interface topology

P(t) = P

P= wAPA+wBPB



Axis 1 

Supporting projects 



 

Fig. 1. The overall structure of the project 

Prof. Yiping Fang – ANR JCJC– 2023-2027 – « Robust and Scalable Prescriptive Analytics 
for the Resilience of Critical Infrastructure Networks » 270kEuros 

 



Prof. Anne Barros – AMI PEPR TASE – 2024-2029 – « Strategic Power Systems 
Development for the Future» 2.5 millions d’Euros 
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Objective

Simulate, characterize and analyze 

the scenario of a blackout & Optimize 

the resilience of Power Systems with 

Massive Renewable Energy

Research Questions

• Climate change scenarios must be considered 

• Cascading failures must be analyzed with proper integration of renewable energy sources and climate change 
• Societal and economic value chain must be considered

• Resilience must be optimized through proper decisions in operation and in design 

• Multidisciplinary and complementary consortium plus a strong scientific integration is required



Axis 1 

Team R3 – Dedicated Models for Use Cases



� Power Flow model and Graphs for regional distribution networks with tele-operated circuit-
breakers

�Optimisation of reconfiguration and mitigation with repair ressources allocation

� PHD Defense on September 18, 2023 – PHD soon available

PHD Candidate Youba Nait Belaid– EDF - « Integrated Power-Telecom Modeling for 
Resilience Quantification and Optimization in Smart Distribution Grids» 2020-2023

• Paper [1]: Youba Nait Belaid, Patrick Coudray, José Sanchez-Torres, Yiping Fang,

Zhiguo Zeng, Anne Barros. “Resilience Quantification of Smart Distribution Net-

works—A Bird’s Eye View Perspective”. In: Energies 14.10, MDPI, Jan. 2021.

• Paper [2]: Youba Nait Belaid, Yiping Fang, Zhiguo Zeng, Anthony Legendre, Patrick

Coudray, Anne Barros. “Resilience Optimization of Wide-Area Control in Smart

Distribution Grids”. In: IFAC-PapersOnLine, 2405-8963, Jan. 2022.

• Paper [3]: Youba Nait Belaid, Yiping Fang, Zhiguo Zeng, Patrick Coudray, Anne

Barros. “Optimal Allocation of Resilience Resources for Strategic Communication-

aware Restoration of Smart Distribution Grids”. Submitted to: IEEE Transactions

on Industrial Informatics, Feb. 2023.

• Paper [4]: Youba Nait Belaid, Yiping Fang, Enrique Kremers, Zhiguo Zeng, Patrick

Coudray, Anne Barros. “On the Implementation and Enhancement of Optimal

Deterministic Crew Schedules during Smart Distribution Grid Restoration”. Under

submission to: International Journal of Electrical Power & Energy Systems, Jul.

2023.



Dedicated modeling with discrete event simulation

P(t)= Latency or Availability – Stochastic – Time dependent or steady state

 Axis 1.1: Coupling interface between 5G-Telecom network and Electrical-Teleoperation/Train equipements

• Modeling of  Telecom network at the right level of abstraction

• Modeling of virtualisation layer

• Vulnerability: effect of failures and traffic on latency

Axes 1.2 : « Optimization » of the resilience in the design phase

• Self healing

Axes 1.3: « Optimization » of the resilience in the operational phase

• Auto scaling

PHD candidate Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its 
ability to meet the resilience requirements of verticals» - 2023
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“horizontal” service delivery model toward a “vertical” 

industry sectors. Such “vertical” delivery model introduces 

ig. 1. 5G End-to-End Architecture. 

• Authentication Server Function (AUSF). 

• Access and Mobility Management Function (AMF). 

• Data Network (DN), e.g. operator services, Internet 

access or 3rd party services. 

• Network Exposure Function (NEF). 

• Network Repository Function (NRF). 
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• Network Slice Specific Authentication and 

Authorization Function (NSSAAF). 

• Network Slice Selection Function (NSSF). 

• Policy Control Function (PCF). 

• Session Management Function (SMF). 

• Unified Data Management (UDM). 

• Unified Data Repository Function (UDF). 

• Application Function (AF). 
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ig. 2. 5G Service-Based Architecture. 

Control 

plane

User 

plane

PHD Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its ability to meet 
the resilience requirements of verticals» - 2023
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ig. 4. Deployment of two Service Function Chains. 

. 3. Two VNF Chains in one network. 

PHD Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its ability to meet 
the resilience requirements of verticals» - 2023
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« To deliver an End-to-End service, 5G networks need to steer the traffic through a set of 
VNFs (Virtual Network Functions) distributed in RAN (Radio Access Network) and CN 

(Core Network), called SFC (Service Function Chaining). In the previous generations, 

these functions were implemented in the form of physical boxes. With NFV and SDN, 

these functions are virtualized, and further softwarized. »

Fig. 1. 5G End-to-End service delivery model with

SFC, VNF, VNF component and Resource layers.

Microservice /POD

Physical layer - servers

NF1 and NF2 : RAN

NF3 and NF4: CN

VNFi with instances

PHD candidate Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its 
ability to meet the resilience requirements of verticals» - 2023
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Resilience management 
modelling with Petri Nets 

• Self Healing

• Auto Scaling

PHD candidate Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its 
ability to meet the resilience requirements of verticals» - 2023

Table 1. Place and transition explanations of a microser-

vice process Petri Net.

Element Explanation

p1 Packet(s) arriving at microservice

p2 Packet waiting list for microservice

p3 Packet rejected due to queue capacity

p4 Pod replicas of microservice

p5 Treated Packet(s)

t1 Packet(s) inserting to waiting list

t2 Pod selection based on workload

t3 Packet processing

Table 2. Petri Net of Kubernetes autoscaling.

Element Explanation

p1 Kubernetes autoscaling probe

p2 Increase pod number

p3 Decrease pod number

p4 Free resources

p5 Running Pod replicas

t1 Scaling-out decision

t2 Scaling-in decision

t3 No scaling decision

t4 Create new replica(s)

t5 Terminate replica(s)

VNF modelling with Petri Nets



Fig. 1. VNFs and their microservices.

Fig. 2. Petri Net of SFC example.

ailure,

Fig. 3. Petri Net of VNF decomposition.

Fig. 4. Petri Net of Mirco-service treatment.

Fig. 5. Pod Self-healing process

PHD Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its ability to meet 
the resilience requirements of verticals» - 2023
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• « Reliability challenges of 5G and Beyond networks applications in 
high-speed trains »

PHD candidate Rui Li – Orange - « Modeling of a 5G (or B5G) network to estimate its 
ability to meet the resilience requirements of verticals» - 2023

Fig. 1. 5G network architecture.



PHD Candidate Khaled Sayad – Orange - « Cross Domain Resilience in Cloud-native, 
Critical Cyber-Physical Systems Network: Availability modelling, Analysis and Optimisation 

of Critical Services Provisionning» 2020-2023

).

Fig. 9: Steady state availability of CPSEPI in two scenarios: with redun-
dancy (WR and without redundancy NR).

(a) Reliability Block Diagram of a CPSEPI without

redundancy.

(b) Reliability Block Diagram of a CPSEPI with

networking redundancy.

Towards Cross-Domain Resilience in Interdependent Power and ICT Infrastructures: 

A Failure Modes and Effects Analysis of an SDN-enabled Smart Power Grid



Safety-Critical Scenario Analysis of Semi-Automated Train Operation

PHD Candidate Yang Sun – SNCF - « Model based Human-System Integration» - 2022-2025

Fig. 1. ERTMS system architecture at GoA1 (adapted from [13]). 
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Fig. 2.    ERTMS/ATO system architecture at GoA2 (adapted from [13]). 
Y. Sun, G.A. Boy, M. Sango, A. Barros, « PRODEC-based task analysis for the design of semi-automated 

trains », CSDM 2023 China



• PHD Candidate Ikram Temericht – Orange – « Digital twin for 6G for measuring 
and improving resilience »

« L’objectif scientifique principal de la thèse est de réaliser un jumeau numérique de tout ou partie du 

réseau 6G 
• pour mesurer sa résilience et sa capacité à répondre aux exigences des verticales. Les verticales 

sont en général des entreprises ou des domaines particuliers qui vont pouvoir bénéficier des 

apports de la 6G, et qui vont par conséquent exprimer leurs exigences en fonction des services, 
comme par exemple, un niveau de latence très faible quand on parle de services pour l’industrie, 

pour la santé ou pour des véhicules autonomes. Certaines de ces exigences concerneront la 
résilience.

• pour anticiper et tester les actions qui pourraient être menées pour améliorer cette résilience »

• PHD project – Orange - « Placement of Virtual Network Functions Aware of 

Dependence on Electricity Distribution Networks » 

« Le sujet de thèse consiste à explorer et améliorer des techniques d’optimisation centralisée et 
distribuée de placement de Fonctions Réseau Virtuelles (VNF – Virtual Network Functions) sur de 

multiples sites pour minimiser le coût global des infrastructures tout en assurant le niveau de 
disponibilité requis par les services qui y sont hébergés »

Starting projects - Orange



Axis 2 

Modeling and optimization of maintenance phases 
to reduce their impact on intra-operator 

service continuity



� Axis 2.1: Development of optimization models for preventive, conditional, and predictive 
maintenance of complex systems 

� Consideration of dependencies between subsystems 

� Development of efficient numerical algorithms to solve the maintenance optimization model 

� Axis 2.2: Development of degradation models, diagnostic methods and prognostic methods 
for complex systems

� Consideration of dependencies between subsystems 

� Integrate data of different kinds 

� Feed the optimization models of axis 2.1 (degradation models)

� Allow the implementation of the optimal solutions found (diagnosis and prognosis are necessary for the 
implementation of any predictive maintenance strategy).

� Digital Twins



Axis  2.1 – Optimisation models for maintenance

P(t) is an expected discounted cost  - To be improved and linked to the resilience curve

�Distributed system type systems, or fleets, which are very present in the use cases of our 
industrial partners

�Condition Based Maintenance – CBM
� Impact of imperfect sensors (monitoring) on the CBM maintenance policy of a fleet.

� To what extent the CBM policy sees its performance degraded by such monitoring errors

� Before equipping a fleet of CBM sensors, assess the value that can be expected as a return on investment

�Complexity of the underlying industrial system. 

� Economic type dependencies, in a very large system (around 20 to 200 items in the fleet). 

� For reasons of resource constraints, availability constraints or opportunistic maintenance, the 
maintenance policy must necessarily be designed at system level

PHD Matthieu Roux « Optimization of planned maintenance operations for complex 
industrial systems » 2021-2024



Fleets are complex distributed systems to maintain

Objective: optimize 

condition-based 
maintenance (CBM) 

strategies



Optimization of CBM strategies for large-scale fleet 

systems

(Deep) RL 

approaches

Approximate 

DP for solving 
1-item POMDP

Heuristic algo 

for solving N-
items POMDP

Non-critical 

components

Critical 

components

Models and solving 

approaches

Applications and use 

cases
Cost 

minimization

Availability 

constraint

Reliability 

constraint

(robustness to uncertainties) (heterogeneous system)

PHD Matthieu Roux « Optimization of planned maintenance operations for complex 
industrial systems » 2021-2024



PHD Matthieu Roux « Optimization of planned maintenance operations for complex 
industrial systems » 2021-2024

ESREL 2022

1 item

ESREL 2023

50 items



Axis 2 

Supporting projects 



�French National Project – 2023-2027 – «Digital Failure Twin for online 
reliability assessment and predictive maintenance of future manufacturing 
systems (DFT)»

Prof. Zhiguo Zeng « Axis 2.2 Development of degradation models, diagnostic methods and 
prognostic methods for complex systems »

 
Figure 1. Motivations and objectives of the project. 



�PHD project – 2023-2027 « AI-based text analytics for assessing and 
optimizing the resilience of infrastructure and complex systems »

�Zhiguo Zeng, Anne Barros, David Coit, Dependent failure behavior modeling 
for risk and reliability: A systematic and critical literature review, RESS 2023

� h"ps://doi.org/10.1016/j.ress.2023.109515

Prof. Zhiguo Zeng « Axis 2.2 Development of degradation models, diagnostic methods and 
prognostic methods for complex systems »

Reliability Engineering and System Safety 239 (2023) 109515

5

https://www.sciencedirect.com/science/article/abs/pii/S0951832023004295
https://www.sciencedirect.com/science/article/abs/pii/S0951832023004295
https://doi.org/10.1016/j.ress.2023.109515


Axes 1 & 2



Integrated Machine Learning and Optimization for Dynamic 
Decision-Making in Continuously Monitored Systems

�PHD starting: Zehui Xuan

�Continuation of Matthieu Roux PHD and Andrea Bellè PHD (resilience optimisation in 
operation)

The focal dynamic operation and maintenance planning problems are essentially about the 
sequential allocation of the limited resources, corresponding to the classical restless multi-
armed bandit problem (RMABP) which is often studied in the framework of Partially 
Observable Markov Decision Processes (POMDP) 

This thesis aims to develop credible models and efficient algorithms for data-driven operation 
and maintenance optimization of large-scale multi-unit industrial systems. From the 
modeling perspective, we will focus on strongly coupled RMABP by considering system-level 
reliability/availability constraints. 



International Collaborations
Associate Members



Associate Membership 

�John Andrews   

� Resilience Engineering Research Group
�  No$ngham University - Llyod’s Register Founda:on
� h;ps://www.no$ngham.ac.uk/engineering/people/john.andrews

�David Coit          

� Department of Industrial  System Engineering
� Rutgers University
� h;ps://www.davidcoit.net/home         
                                                   

�Hiba Baroud 

� Associate Chair, Civil and Environmental Engineering
� Vanderbilt University
� h;ps://engineering.vanderbilt.edu/bio/hiba-baroud

https://www.nottingham.ac.uk/engineering/people/john.andrews
https://www.davidcoit.net/home
https://engineering.vanderbilt.edu/bio/hiba-baroud


Summary
� The budget allocated to the chair scientifif project is doubled with public founding

� Citations of papers related to interdependences and associate members

� Recruitment

� IA

� Stochastic optimisation

� Digital Twins and Digital Failure Twins

� Human Factor

� Climate change

� Systèmes d’information – Cyber securité

� New partners

� New members in Team R3: Adam Abdin, Guillaume Lamé, Jakob Puchinger
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 Figure 4. Example of a typical OOS mission sequence [4]. 
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Our Website: http://r3.centralesupelec.fr/
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